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HYPERVISOR INSTALLATION

1. Go to https://www.virtualbox.org/wiki/Downloads and choose the installer according

to your host architecture.

:
5 VirtualBox

Download VirtualBox

Start Pa

Here you will find links to VirtualBox binaries and its source code.

Jbout

icreenshots VirtualBox binaries

sownloads By downloading, you agree to the terms and conditions of the respective license.
Jocumentation VirtualBex 7.0.20 platform packages

. Windows hosts

End-user docs « =:macos [/ Intel hosts

Technical docs s Linux distributions
5 ) . Solaris hosts
‘ontribute » =:5olaris 11 IPS hosts
Jommunity

The binaries are released under the terms of the GPL version 3.

See the changelog for what has changed.

2. Once downloaded. Proceed with the installation with all default settings.

ﬁ Oracle VM VirtualBox 7.0.20 Setup >

Welcome to the Oracle VM
VirtualBox 7.0.20 Setup
Wizard

The Setup Wizard will install Orade ¥M VirtualBox 7.0.20 an
your computer, Click Mext to continue or Cancel to exit the
Setup Wizard.

Version 7.0.20 Cancel

You might want to compare the checksums to verify the integrity of downloaded packages. The &
checksums should be favored as the MD5 algorithm must be treated as insecure!
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3. VirtualBox should launch automatically.

!" Oracle VM VirtualBox Manager

an &+

Import Export Mew Add

Welcome to VirtualBox!

formation and latest n
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WINDOWS 10 OS INSTALLATION

1. To install the first OS, go to https://www.microsoft.com/en-us/evalcenter/evaluate-
windows-10-enterprise to get the ISO.

=. Microsoft | Evaluation Center Windows ~  Windows Server SQLServer »  More All Microsoft

Windows 10 Enterprise

In page quick links

Overview

This evaluation software is designed for IT professionals interested in trying Windows 10 Enterprise an behalf of their organization. We do not recommend that you install this evaluation
if you are not an IT professional or are not professionally managing corporate netwarks or devices,

Get started for free

Please select your product experience:
Download the ISO — Enterprise > [Download the ISO — LTSC Enterprise >

Description

Windows 10 Enterprise is designed to address the needs of large and midsize organizations by providing IT professionals with:

s Advanced protection against modern security threats
« Flexible deployment, update, and support options
* Comprehensive device and app management and control

Windows 10, version 22H2 makes it easier to protect your endpoints, detect advanced attacks, automate response to emerging threats, and improve your security posture, It also helps
you streamline deployment and updates—and deliver enterprise-ready devices to your users straight from the manufacturer.

Looking for information on specific features? See what's new in Windows 10,
Languages

* English (United States), English (Great Britain), Chinese (Simplified), Chinese (Traditional), French, German, ltalian, Japanese, Korean, Spanish, Portuguese (Brazil)
Editions

s Windows 10 Enterprise, version 22H2 | 64-bit and 32-bit ISO
= Windows 10 Enterprise LTSC 2021 | 64-bit and 32-bit ISO

2. It will request certain information from you. Register details for your free I1SO.

3. Once downloaded, go to VirtualBox — click New button to configure the VM details.
Then click Next

an &+

Import

Welcome to VirtualBox!

lj Create Virtual Machine

ine. The nam

Expert Mode
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4. Configure your Memory and Processor amount.

N¢ Create Virtual Machine 7 X

Hardware

You can mod ual maching's hardware by changing amount of RAM and virtual CPU count.
Enabling EFT

Memory: 4096 ME =

16334 MB

1CPU 8 CPUs

Enable EFI (spedial O5es

u can either e anew hard
tual machine without a virtual

4,00 MB 2.00TB

n Existing Virtual Hard Disk File

Mot Add a Virtual Hard Disk
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6. Check the details to confirm the configuration before click Finish.

¥ Create Virtual Machine

Summary

The following table summarizes the configuration you have chosen for the new virtual machine.
Wh ou are happy with figuration press Finish to create the virtual machine. Alternatively
you can go back and modify the configuration.

¥ Machine Hame and 05 Type

Machine MName Windows 10
Machin E:/Ma

Skip Unattel
B Hardware
Jase Memaol

50.00 GB

e Full Size false

Einish Cancel

Commit all wizard data.

7. After click Finish, initialize it by clicking Start and the machine will start installation
process.

File Machine View Input

14 Windows Setup

am Windows'

Language to install: English (United States) h

L CEL L R e LTl English (United States) A
oard or input method: {1} -

Enter your language and other preferences and click "Next" to continue.

All rights reserved.

»
BT ¥ & 0 rightcyl
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128 MB

File Machine View Input Devices Help

4 Windows Setup

a@ Windows:

Install now

Bepair your computer

on. Al sights reserved

8. Choose Custom installation.

File Machine View Input Devices Help

@ ﬁ Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This eption is only
available when a supported version of Windows is already running on the computer.

nstall Windows only (advanced)
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9. Click New then Apply before you click Next.

=

File Machine WView Input Devices Help

@ @ Windows Setup

Where do you want to install Windows?

Mame

= Drive 0 Unallocated Space

Total size

50.0 GB

Free space Type

50.0 GB

+4 Refresh £ Delete o Format

£% Load driver u"'&, Extend Size:

New

[ b1200

MB | Apply

Cancel

10. Let the installation process complete and this will takes sometimes depending on

your resources.

File Machine View Input Devices Help

@ Windows Setup

Installing Windows

Status

J' Copying Windows files
Getting files ready for installation (0%)
Installing features
Installing updates
Finishing up

»
BT %, 68 B richtcwl
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11. The machine will go into booting screen before next step.

File Machine View Input Devices Help

BOkI#NE " TG O rhtco

Select Region, Keyboard based on your preferences.

Let's start with region. Is this right?

U.5. Minor Outlying Islands

U.5. Virgin Islands

Uganda

Ukraine

United Arab Emirates

Unrted Kingdom
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12. You don’t have to sign in with Microsoft, select Choose Domain join instead before

click Next

a2 Sign in with Microsoft

Work or school account

komeone@example.com

Sign in with a security key

Which account should | use?

Sign in with the username and password you use with Office 365 or other business services
from Microsoft.

Domain join instead Privacy & cookies Terms of use

13. Complete the necessary set-up process until you see the Windows desktop.

Fle Machine View Input Devices Help

Microsoft
Edge
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14. Then, go to Devices - Insert Guest Edition Cd image to set up better viewing display

of your VM.

File Machine View Input De

Go to This PC, and double click CD Drive then choose suitable configuration for the

installation.

Manage This PC

Computer View Drive Tools

« v o O ThisPC 2 Search This PC

7 Quick access  Folders (7)
[ Desktop 3D Objects Desktop
; Downloads

- Documents
= Documents Downloads

A=5
[&] Pictures == ;

Jﬂ Music
m Videos m Music Pictures

o OneDrive

Videos
g This PC i

=¥ Network ~ Devices and drives (2)

Local Disk (C:) @ CD Drive (I:) VirtualBox Guest
Additions

R —— )
gy 30,1 GB free of 49.4 GB % 0 bytes free of 51.0 MB

Sitems  1item selected

Windows 10 Enterprig
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It will reboot once you click Finish.

Home

v o

3 Quick access
[ Desktop
* Downloads
Documents
[=] Pictures
Ji Music
& videos
@ OneDrive
3 This PC

Q Network

Manage CD Drive (D:) VirtualBox Guest Additions

Share View Application Tools

» This.. » CD Drive (D:) Virtual... v | O 2 Search CD Drive (D:) VirtualBox Guest Additions

¥4 Oracle VM VirtualBox Guest Additions 7.0.20 Setup —

Completing Oracle VM VirtualBox
Guest Additions 7.0.20 Setup

Your computer must be restarted in order to complete the
installation of Orade VM VirtualBox Guest Additions 7.0.20.
Da you want to reboot now?

(® Reboot now

(D1 want to manually reboot later

prmation

pn

b
pn

jon Entries

<

T4items  1item selected 15.0 MB

Size

2KBE
TKBE
5KB
2,152KB
5KB
6,159 KB
9195 KB
238 KB
15,382 KB
9,037 KB
1KB

15. Don’t forget to take snapshot at this phase before you proceed with next step. Just
go to the TaskBar and select Machine.

] General

1005 -
10 (64-bit)

File Machine Input Devices Help

Information...

Mict ¥ ACPI Shutdown

Edge

Host+T
Host+N

2 preview
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Name the snapshot accordingly. This will allow you to return to this base phase if there
is error prompted during next configuration.

Snapshot Description

Cancel

16. Then suspend your virtual machine to proceed with REMnux installation

REMnux INSTALLATION

17. Go to https://docs.remnux.org/install-distro/get-virtual-appliance , then select
VirtualBox OVA. You will be able to download it from the Box.

M2.

Step 1: Download the Virtual Appliance File

The REMnux virtual appliance approximately 5 GB. It comes as an industry-standard OVA file, which you can
import into your virtualization software. It's based on Ubuntu 20.04 (Focal).

Decide which OVA file to download. Unless you're using Oracle WM VirtualBox, get the general OVA file. If
you're using VirtualBox, get the VirtualBox version. Download your preferred OVA file:

General OVA VirtualBox OVA

This VirtualBox OVA file is specifically for VirtualBox. Get the general version from the other tab if you're
using other hypervisors:

Download the VirtualBox OVA file from Box (primary) or SourceForge (mirror)

(= Somebrowsers (e.q., Brave) change the extension of the OVA file after downloading it, possibly giving it the
incorrect ovf extension. If that happens, rename the file so it has the ova extension before proceeding.
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18. Download the file into the same directory created just now for easy access. Go to
the installer once download completed and choose Open with VirtualBox Manager.

O General B Preview

)

System

. = | REMnux
Home Share
v 4 . 55D (E2) Malware Analysis Lab REMnux

Type
# Quick access

i D Open Virtualizi

Open

Downlo > Scan with Mic efender...

E Documents 3 Share

BH Pictures 3 Open with Y VirtualBox Manager

B Macos f§ Unlock with File Locksmith VMware Player

l [ARE ANALYSIS LAB [ Rename with PowerRename VMware Workstation

I Pictures © Search the Mi Store
B s0C HOME LAB S Choose another app

Create shortcut N

No pres
Delete
Rename

Properties

Add
E General Preview

V¥ Import Virtual Appliance

Appliance settings

REMnux - Malware Lab
© Froduct REMnux
& Product-URL

e Analysis Lab\REMnux
Incude only NAT network adapter MAC addresses
Additional Options: v Import hard drives as VDI
Appliance is not signed When checked, all the hard drives that belong to this apg
Expert Mode Finish
Mone

_9 Description

MNone

Allow it to complete the set-up, then Power On the REMnux VM.
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20. You should see REMnux VM running after the booting process completed.

Fd
File Machine View Input Devices Help
Activities Aug18 20:12

Power Off REMnux machine.

FLARE VM INSTALLATION

21. First install chrome browser into the Windows 10 OS VM.

= - -
ile Machine View Input Devices Help

,’\. (im] ‘ Q  chrome - Search X (@ Google Chrome - Download the X =+ - (] X
& (%)  https;//www.google.com/chrome/what-you-make-of-it L] - 7 m &= @ %R - 9

= G chrome

@
The Web Is What You Make of It

Download Chrome

For Windows 11/10 64-bit

[ /] Help make Google Chrome better by automatically sending usage statistics and crash reports to Google
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22.Then go to https://github.com/mandiant/flare-vm

OrTg S yS Tt

V

E;) REMnux - Malware Lab S

Powered Off Poce Mernr. anos MR

ﬁ Windows 10 05 - Flare VM (Base Windows 10) [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

v Q GitHub - mandiant/flare-ym: & X ar — O b4

< & 23 github.com/mandiant/flare-vm [

H mandiant / flare-vm  Public L\ Notifications % Fork 889 7 Star 63k -

<> Code (&) Issues 15 i Pull requests 3 (® Actions [ Projects @ Security |~ Insights

¥ main ~ i3l S Go to file ¢> Code ~ About

A collection of software
ﬁ Ana06 Merge pull request #5602 from Analé/new-tools @@ 8080806 - last week Y1) installations scn'pts for Windows

systems that allows you to easily
I8 github/ISSUE_TEMPLATE Update and simplify the documentati... 10 months ago setup and maintain a reverse

. . engineering environment on a
I Images Update and simplify the documentati... 10 months ago VM
0 .gitattributes Updated install.ps1 and updated Win... 3 years ago
reverse-engineering

[ .gitignore Updated install.ps1 and updated Win... 3 years ago malware-analysis  flare
D Custom5StartLayout.xml [CustomStartLayout.xml] Fix VisualStu... 4 months ago 0 Readme

Copy link address of installer.ps1

automatically-windows-10
® Disable Tamper Protection and any Anti-Malware sclution (2.g.,
Windows Defender), preferably via Group Palicy.
m https://stackoverflow.com /= mrtinmn IEFATAAAE Mo s 4y
permanently-disable-win ~ Open link in new tab ection-
mgp_@ Open link in new window

» Take a VM snapshot so you can always  Openlink in incognita window ~ ARE-VM

installation
Save link az..
FLARE-VM installation Copy link address
* Opena Powershell prompt as admini Inspect

* Download the installation script instalasrepss v puw woancop:
o (New-Object
net.webclient).DownloadFile( " https://raw.githubusercontent.com/mandian
t/flare-
vim/main/install.ps1”,"$([Environment]::GetFolderPath("Desktop"))\insta
11.ps1™)

o Unblock the installation script:
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23. Open Windows PowerShell by run it as Administrator.

All Apps

Best match

>

Windows PowerShell

App
Windows PowerShell ISE >
Windows PowerShell (x86) > T Open

Windows PowerShell ISE (x86) Run as administrator

Settings Open file location

i into S
Edit power plan Pin to Start

N Pin to taskbar
Choose a power plan

PowerShell Developer Settings

Allow local PowerShell scripts to
run without signing

File Machine

)

Recycle Bin

REMnux - Malware Lab

Machine Tnput

E¥ Administrator: Windows PowerShell

Changing th policy might
pic at
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25. Run wget https://raw.githubusercontent.com/mandiant/flare-vm/main/install.ps1

-UseBasicParsing -outfile <your desktop directory>

@) REMnux - Malware Lab System

@ po off £ mrueance vz
ﬂ ‘Windows 10 05 - Flare VM (Base Windows 10) [Running] - Oracle VM VirtualBox

File Machine View

e e
g 15 Cr h thubusercontent.com/mandiant/flare-vm/main/install.psl

Recycle Bin

./‘
2]

Microsoft

After that you should see install file in the desktop.

Google
Chrome

install
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26. Change directory to desktop - cd <your desktop directory>. Then run command
Ainstall.ps1

crosoft

Edge.lnk

Checking if
Installing

27. This installation will take a long time, so allow it to complete the installation.
Proceed with default installation till VM reboot and complete installation. Don’t forget to
take snapshot for base Flare VM. You should see new desktop feature once everything
installed.

=

File Machine View Input Devices Help

Recycle Bin  fakenet_logs

PS_Transcnpts%available_pac:
_Jages

g’ FLARE VM

install.ps1

desktop.ini

Visual Studio
Code

Windows 10 Enterprise Evaluation
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SPECIAL NETWORK CONFIGURATION

28. For special network configuration, go to VirtualBox — Tools — Network Manager.

¥ Oracle VM VirtualBox Manager - [m} x
File Machine MNe

™ B

Ctrl+G Properties

EE NAT Networks  Cloud Networks

Cirl4E HAZWAM JAAFAR [syamsuhazwanjaafar@gmail.com) is signed in
w6 Prefix

« for Updates...

Adapter DHCP Server

Configure Adapter Automatically

® Configure Adapter Manually

29. Then click Create to duplicate another adapter for this setting. So, both VM will only
communicate with each other to prevent your host get infected with malware once
detonated.
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30. Enable the DHCP Server and configure the adapter manually to 10.0.0.1 for IPV4

¥ Oracle VM VirtualBox Manager — O X

Machine

Adapter | DHCI
Config
® Configure
IPv4 Address: 9.1

IPv4 Metworl

Adapter DH T
Configure Adapter Automatic

® Configure Adapter Manually

1Pv4 Address: A

IPv4 Network Mask:  255.255.255.0

Apply
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31.Then go to DHCP Server tab to change the Server Address to 10.0.0.2. Change Lower
and Upper accordingly as well. Click apply

Adapter DHCP Server

v Enable Server

Server Address: 10.0.0.2

Upper Address Bound: 10.0.0.254)

NETWORK CONFIGURATION FOR VM
Windows 10 - Flare VM

32. Go to Settings then Network, change Attached to Host Only Adapter. For safety
purpose check another Adapter as well. Then click OK

O General ] preview
£ Windows 10 05 - Flare VM - Settings

l:l General Network

L
System Adapter 1 Adapter 2 Adapter 3 Adapter 4
Display + Enable Network Adapter
Storage Attached to: Host-only Adapter =
e Mame: VirtualBox Host-Only Ethernet Adapter £2
» Advanced
Metwork
Serial Ports

UsB

Shared Folders

E User Interface

& Description
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REMnux VM

33. Go to Settings then Network, change Attached to Host Only Adapter. For safety
purpose check other Adapter as well. Then click OK

AP Uracle VM VirtualBox Manage -
File Machine Help

- * 4 & = .

Mew Add Settings Start

R
] General ] preview

Vg Windows 10 05 - Flare Vs
',;Tl:ll @) Powered Off @ REMnux - Malware Lab - Settings — O %

=, General Network

©

Adapter 1 Adapter 2 Adapter 3 Adapter 4
+ Enable Network Adapter
Storage Attached to: Host-only Adapter =

Audio Name: VirtualBox Host-Only Ethernet Adapter #2

» Advanced
Metwork

Serial Ports

USE

Shared Folders

User Interface

.
)
»
o
[ 4
-
]

FLARE VM

Launch Terminal for both VM

Check adapter internet setting in REMnux VM and Flare VM.
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By running the command ip a for REMnux VM and ipconfig for Flare VM.

FEll © Type here to search B =

remnux@remnuac ~

BongsruEai an

35. You also can try to run ping command for both VM to 8.8.8.8 to check the

connection.

Then ping each other VM to see if they can communicate with each other

File Machine View Input Devic
B3I Terminal =

~% ping 8

.8.8.8

Aug 19 00:01

remnux{@remnux;: ~

Network is unr I-'d'C hable
plng 10 0. o

‘Fr:-rn 10.-
from 10.0.0.
from 10.6
from 10.0.0.
from 10.6
from 10.0.0.
from 10.€
from 10.0.0.
from 10.€
from 10.0.0.
from 10.€
from 10.€
from 10.0.0.
from 10.6
from 10.0.0.
from 10.6
from 10.0.0.
from 10.6
from 10.0.0.3:
from 10.0. .3:
b from 10.0.0.3:
64 bytes from 10.0. 0 3:

L.u

w w

w w

W WWwWwWwWwww

w w

L.u w

1crnp
icmp
iecmp
icmp
icmp
icmp

icmp_s

icmp_
icmp
icmp
icmp
icmp_
icmp
icmp
icmp
icmp

es of data.
1 ttl=128 ti
ttl=128
ttl=128
ttl=128
ttl=128
ttl=128
ttl=128
ttl=128
ttl=128
ttl=128
ttl=128
ttl=128
ttl=128
ttl=128
tt1=128
ttl=128
tt1=128
tt1=128

icmp s

icmp
icmp
icmp_

seq=20 ttl=128
21 ttl=128
seq=22 ttl=128

).500 ms
3.945 ms
3.931 ms
.932 ms
=0.937 ms
3.975 ms
.01 ms
.935 ms

989 ms

.969 ms
.990 ms
.982 ms
.967 ms

D.937 ms

.967 ms
.952 ms
.914 ms
.957 ms
.01 ms
.02 ms

.750 ms
.347 ms
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Windows - Flare VM

Bl Command Prompt - ]

SET UP INETSIM

Internet Simulator

36. Open Terminal then run inetsim to check the services. All up and running except
DNS server.

| remnux@remnux: ~ all = _ @

remnux:~% inetsim
INetSim 1.3.2 (2020-05-19) by Matthias Eckert & Thomas Hungenberg
Using log directory: /var/log/inetsim/
Using data directory: /var/lib/inetsim/
Using report directory: /var/log/inetsim/report/
Using configuration file: /fetc/inetsim/inetsim.conf
Parsing configuration file.
Configuration file parsed successfully.
=== INetSim main process started (PID 1565) ===
ession ID: 1565
10.0.0.4
E : 2024-08-19 00:10:11
Fake Date/Tim 2024-88-19 00:10:11 (Delta: @ seconds)
Forking services...
* smtp 25 tcp
* pop3 11@ tcp
- ftp_21 tcp - started (PID 1575)
* smtps_465 tcp - rted (PID 1572)
< ftps 990 tcp - ed (PID 1576)
* https 443 tcp - -ted (PID 1570)
* pop3s_995 tcp - ~ted (PID 1574)
- http 80 tcp - ted (PID 1569)
done.
Simulation running.
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37. Hence terminate inetsim CTRL + C. Run sudo nano /etc/inetsim/inetsim.conf

File Machine ew Input
B Terminal =
0] remnux@remnux: ~ Q = - o x
GNU nano 4.8 Jetc/inetsim/inetsim. conf Modified

g b b g i i G G R

[ Read 1932 lines ]

g Get Help B Write Out Bl Where Is ) T ] Justify W8 Cur Pos
X1 Bi Read File B Replace aste X Ml To Spell B Go To Line

*Uncommented start_service dns and

service bind address 0.0.0.0]

B¢ Get Help

Read File

HAZWAN JAAFAR




STEP BY STEP MALWARE ANALYSIS LAB SET-UP

I dns default ip 10.0.0.4

Bt Get Help gt Write Out “WRLE B Cut Text
W Exit 8 Fead File B Replace Ml Paste Text

38. Open another Terminal to run ip a to ensure the ip address of REMnux box.

CNTRL + O then CNTRL + X to save and exit. Run inetsim again to see the changes.

remnu emnux:~% inetsim

INetSim 1.3.2 (2020-05-19) by Matthias Eckert & Thomas Hungenberg
Using log directory: /var/log/inetsim/

Using data directory: /var/lib/inetsim/

Using report directory: /var/log/inetsim/report/
Using configuration file: /etc/inetsim/inetsim.contf
Parsing configuration file.

Configuration file parsed successfully.

INetSim main process started (PID 1737) ===

ion ID: 1737

stening on: 10.0.0.4

eal Date/Time: 2024-08-19 00:32:14

ake Date/Time: 2024-08-19 00:32:14 (Delta: @ seconds)
Forking services...

dns 53 tcp udp - started (PID 1741)
smtps 465 tcp - started (PID 1745)

smtp_25 tcp - rted (PID 1744)

ftp 21 tcp - (PID 1748)

ftps 990 tcp - (PID 1749)

https 443 tcp - arted (PID 1743)
pop3s 995 tcp - arted (PID 1747)

pop3 110 tcp - rted (PID 1746)

http 80 tcp - ed (PID 1742)

done.

Simulation running.

* # H® & ¥ *£ € £ #*

Go to Flare VM, then open browser key in the REMnux ip address to check.
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39. It shows the default HTML page or HTTP server fake mode is successful.

ile Machine View Input Devices Help

v~ SM o |MetSim default HTML page X + = O X
& () A Notsecure  10.0.0.4 w =

This 1s the default HTML page for INetSun HTTP server fake mode.

This file 1s an HTML document.

LAST STEP

40. In Flare VM, go to START menu and open Network Connection
"

ile Machine View Input Devices Help

- I/ Control Panel\Network and Internet\Network Connections — O
E 1+ g' <« Metwork and Internet » Metwork Connections » Search Metwork Connections

Recycle Bin  faken
Organize » B M @

L. Ethernet
Unidentified network
W= Intel(R) PRO/1000 MT Desktop Ad...

sailable_p...

onfigaoml Tej

nst

5 _Transcri... i

sual Studio  deskd
Code
prise Evaluation
id for 90 day
)

L Type here to search

Double click then open Properties
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r E' <« MNetwork and Internet » MNetwork Connections v O

Disable this netw(
srnet

dentified network
I(R) PRO/1000 MT Dg

m selected

‘ch

m @

Search Metwork Connections 0
] pn » =2 -
w .
U Ethernet Properties X
General
Networking
Connection 1
IPv4 Connectivity: Connect using:
IPve Connectivity: F Intel{R) PRO/1000 MT Desktop Adapter
Media State:
Speed: This connection uses the following items:
E— E3Cliert for Microsoft Networks A~
T3 File and Printer Sharing for Microsoft Networks
9 Npcap Packet Driver (NPCAP)
IEIQDS Packet Scheduler
Activity 1 I Intemet Protocol Version 4 (TCP/IPv4)
O . Microsoft Netwark Adapter Multiplexor Protocol
g . Microsoft LLDP Protocel Driver v
< >
Bytes:
Install... Uninsta Properties
Description
E;'Propertles G Transmission Control Pratocel/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

41. Choose Internet Protocol Version 4, click Properties. Configure as below picture:

Set the IP address for DNS server to the INETSIM in the REMnux Box.

1+ E-' <« MNetwork and Internet » Metwork Connections v

b Disable this netw(
Ethernet

Unidentified network
Intel(R) PRO/1000 MT Da

1 item selected

w

General

Connection
IPv4 Connectivity:
IPvE Connectivity:
Media State:
Duration:
Speed:

Details...

Activity

mn

Bytes:

E;Properﬁes G

Click OK and EXIT.

Nety General

~ —

Search Network Connections

on » s v [

A

2

Internet Protocol Version 4 (TCP/IPv4) Properties

Alternate Configuration

Co  You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
0 forthe appropriate IP settings.

(®) Obtain an IP address automatically
(O Use the following IP address:

(O) Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DMS server: w.o0 .0 .4

[ - . ]

Alternate DNS server:

[validate settings upon exit Advanced. ..

Cancel

*

HAZWAN JAAFAR




STEP BY STEP MALWARE ANALYSIS LAB SET-UP

42. With this by typing any web address in browser, it will direct you to the Fake HTML
page provided INETSIM is running in the REMnux Box.

lecycle Bin - available_p...

v sM |NetSim default HTML page X +
&« ] I\ Mot secure  fakedns.com

This is the default HTML page for [INetSun HTTP server fake mode.

This file 1s an HTML document.

Now you are ready to play with some malwares!!!

References:
https://www.youtube.com/watch?v=gA0YcYMRWYyI&t=3224s

https://www.youtube.com/watch?v=i8dCyy8WMKY
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